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1. Introduction

The Comodo Custom Client Certificate system is a highly customisable way to issue X.509 certificates for Secure Email and Client Authentication.  It:

· allows full control over the contents of the “Subject” field of the certificate.

· allows fully customisable webpages, which can be hosted anywhere, for the certificate signup and collection/installation process.

· is known to work with:

· Microsoft Internet Explorer 5+ (together with Outlook/Outlook Express).

· Mozilla/Netscape Navigator 4+ (together with Mozilla/Netscape Messenger).

· NOTE: Only Certificate Signup is currently implemented for Netscape; Collection/Installation will be implemented soon.

2. Account Setup

Comodo Custom Client Certificates are provided through the Comodo Reseller system.  If you have not already done so, you will need to sign up for a Reseller account at https://secure.comodo.net/products/frontpage?area=Reseller and deposit some funds.

You will also need to ask Comodo Support to enable your Reseller account to issue Custom Client Certificates.

You may also wish to consider using the Comodo two-tier Reseller system.  Please ask Comodo Support for further details.

3. Overview of Steps Involved

Please read the associated “Integration Guide” for more detailed information and instructions on how to integrate the Comodo Custom Client Certificate system into your website.

Here is an overview of the steps involved in the signup, issuance, collection and installation of a Comodo Custom Client Certificate:

3.1 Client completes signup page

Your client will browse to your fully customised signup page.  They will complete the details in the web form and click the submit button.  A script on the webpage will then generate the private key and certification request, before submitting everything except the private key to Comodo.

3.2 Comodo process the signup details

Comodo will check that the client has provided all of the required details, in the right format (e.g. check that there is an @ in the email address, etc).

If there are any problems, the client’s browser will be redirected to another webpage (fully customisable, if required), which displays details of the problem.

If there are no problems, the client’s browser will be redirected to another webpage (fully customisable, if required), which displays a “success” message.  Comodo will also record the details and send an email to you, the Reseller, to inform you that your authorisation is required.

3.3 Reseller authorises the order

Prompted by the email, you the Reseller will login to your Reseller account and click “Authorise/Reject Your Customers’ Orders”.  You will then be able to review the details entered by the client.

If the details are valid and you wish the certificate to be issued, you will click “Authorise”.

If the details are invalid or you do not wish the certificate to be issued, you will click “Reject”.

3.4 Reseller takes payment from the Client

At some point, either before or after clicking “Authorise”, you the Reseller will take payment (if required) from the Client.  Comodo are not involved in this step at all.

3.5 Comodo issue the certificate

Once “Authorise” has been clicked, Comodo will debit the Reseller account funds, automatically issue the certificate and send an email to the client with collection/installation instructions.  The contents of this email are fully customisable.

3.6 Client collects and installs the certificate

Following the instructions in the email, the Client will browse to your fully customisable collection/installation page.  They will enter the certification collection number (contained in the email) and click the submit button.  The certificate will then be automatically installed.

