https://secure.comodo.net/products/!AutoRevokeSSL
and https://secure.comodo.net/products/!AutoRevokeCCC
Version History

1.00
Original version.

1.01 Added:

This specification now covers AutoRevokeCCC as well as AutoRevokeSSL.

“revocationReason” parameter.

Revocation/rejection explanation.


Changed:



Error code –23 changed to –26, to preserve uniqueness of error codes between Comodo “Partner API” calls.

“AutoRevokeSSL” may be used by Web Host Resellers with accounts that have been enabled for “AutoApplySSL”.

“AutoRevokeCCC” may be used by Resellers with accounts that have been enabled for Custom Client Certificates.

When AutoRevokeXXX is called for an order containing a certificate that has been issued, the certificate will be revoked.

When AutoRevokeXXX is called for an order containing a certificate that has NOT been issued, the certificate will be marked as “rejected”.

1. Request

Required variables are in bold.

Optional variables are in italics.

	Variable Name

(case insensitive)
	Type
	Max. Length
	Allowed Values
	Description

	loginName
	string
	64 chars
	
	Account Username (case sensitive)

	loginPassword
	string
	128 chars
	
	Account Password (case sensitive)

	orderNumber
	integer
	
	Any order number previously returned to your account.
	This is the order number previously returned (e.g. from the AutoApplySSL call)

	revocationReason
	string
	1024 chars
	
	Reason why this certificate is being revoked.

	test
	char
	1 char
	Y or N.
	If Y (or y), the certificate will not actually be revoked/rejected.  If omitted, it’s value defaults to N.


2. Response

2.1 First line

	Line
	Possible Value(s)

	Mime Type
	text/plain

	Line 1:

Status Code
	 0 = Successful

-1 = Request was not made over https!

-2 = Unrecognised argument!

-3 = The ‘xxxx’ argument is missing!

-4 = The value of the ‘xxxx’ argument is invalid!

-14 = An unknown error occurred!

-16 = Permission denied!

-17 = Request used GET rather than POST!
-20 = The certificate request has already been rejected!

-21 = The certificate has already been revoked!

-26 = The certificate is currently being issued!


2.2 If Status Code < 0

	Line
	Possible Value(s)

	Line 2:

Error Message
	Textual representation of error message.


